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Position related lightweight Sybil detection approach in VANET
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2. Information Assurance Technology Collaborative Innovation Center, Anhui University, Hefei 230601, China)

Abstract: In VANET, the Sybil attack simultaneously using multiple forged identities can easily cause the injustice of
resource usage and make networks in a mess by distributing false messages. To solve this problem, an event-driven
lightweight algorithm was proposed, which could identify vehicles false position quickly. When one vehicle appeared in-
side another’s safety zone, a geometrical cross-recognition algorithm to calculate the overlap between vehicles to detect
false position claiming was presented. At the same time, according to the neighbors within the confirming vehicle’s radio
range, position deviation matrix was established further to identify the Sybil node of two overlap vehicles. The perfor-
mance analysis and simulation results show that the lightweight algorithm driven by safety zone demonstrates fast identi-
fication and high detection rate, especially when GPS error is very low. The imported safety zone can also balance the
communication load impacting by heavy vehicular density. And the communication processing delay is lower than other
approaches.
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